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“Hackers costing enterprises billions”

“Telenor takes down 'massive' botnet”

“Hackers hijack federal computers” 

“Computer hackers could disable military” 

“Hackers make the headlines on USAToday”
“Hackers hit Hotmail”

“MSBlast picks on vulnerable computers. Don’t fall prey!”

“Computer 'phishing' fraud worms way into Kentucky” 

“Microsoft hackers had access for weeks”

“St. Pete Breeding Ground for World Class Hackers”

“Hackers breach clusters of U.S. supercomputers” 

“Eerie virus sweeps through Internet” 

“Hackers attack U.S. government Web sites”
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Threats Out-Pace the Informed

 InfoSec Pros Get Compromised
 Thousands of new viruses per month

Mcafee Threats Report 2010: 

Even though spam declined, an average of 
60,000 new malware threats were identified 
each day, nearly four times the 16,000 
detected per day in 2007.



Threats Out-Pace the Informed

 InfoSec Pros Get Compromised
 Thousands of new viruses per month
 Growing complexity of attack vectors

 March 2010
 AV Detects KNOWN 

attacks.
 AV vendors can't 

agree on Virus:  
name, effect, 
taxonomy or if it is 
even a virus
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Threats Out-Pace the Informed

 InfoSec Pros Get Compromised
 Thousands of new viruses per month
 Growing complexity of attack vectors
 Integration of services/apps/companies
 Social Networking/Engineering

 April 2009
 Our data for sale
 Stolen credit card 

profit margins 
have dropped
− 2007 - $10-16
− 2009 - $0.50
− 2010 - $0.06*

* Bulk Pricing Available



Threats Out-Pace the Informed

 InfoSec Pros Get Compromised
 Thousands of new viruses per month
 Growing complexity of attack vectors
 Integration of services/apps/companies
 Social Networking/Engineering

No One Can Keep Up



Who hasn't experienced fraud or 
loss of an asset or identity for 
themselves or family?



Hundreds of millions of 
“reported” records lost in 
the last few years just in 
the US.

Are you sure you or 
your family wasn't 
compromised?







  

Luck Favors the Prepared



Principles to Live By

 Least Privilege
 Need-to-know

 Separation of Duties
 Minimize Threat Surface

 Defense In Depth
 Security Awareness

 Situational Awareness



 

Remember the Cobbler's Kids

 Best-practice 
principles...are

 Apply similar 
precautions at 
home



Least Privilege

Do some who have access to your 
sensitive assets shouldn't?



 July 2009
 AMEX Employee steals card-

holder info to forge cards
 AMEX claims few had access to 

this information, making this a 
trusted-individual



Minimize Threat Surface

Do you unnecessarily expose your 
sensitive assets (e.g. SSN, 

Location, Schedule, Family info)?



  

 June 2009
 More laptops 

stolen with no 
encryption or 
protection

 This one from a 
bank.

 Every industry is 
at risk





 March 2010
 FTC 

Accused of 
scam and 
con 
operation

 Forced to 
pay $12M



Defense In Depth
Minimize Threat Surface

Security Awareness
Have you disclosed unnecessary 

information about 
yourself/work/etc. online?



Age of Information

 Reconnaissance Takes Just Button Clicks

 Entity Cooperations Can't Easily be Identified

 Information Posted on One Site Could be 
Queried from Another



  

Gawker Hack

 Gawker (gossip site) Raided Nov/Dec 2010
 1.5M Accounts Compromised
 Feud Between Gawker and Gnosis Hackers
 Gnosis Had Access for Weeks
 Gawker Made Many Errors
 Compromised Accounts includes staff from 

SSA, NASA, FTC, NARA, USDA, FDA, LoC, 
US Senate, DoD



  

What Can We Learn?

 Never Underestimate Your Opponent
 A Site's Insecure cred Mgmt. Can Harm You
 You Never Know a Site's Affiliates or Enemies
 Account and Password Reuse is Dangerous
 There is a Saying: A smart man puts all of his 

eggs in one basket, then watches that basket
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 Account and Password Reuse is Dangerous
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eggs in one basket, then watches that basket
 How do you watch something that you don't 

know exists and have no ability to watch?



  

What Did “They” Learn?

 Gawker Sourcecode
 Gawker and Affiliate Business Practices
 Admin/Mgmt Accounts for Many Affiliate Sites
 Gawker-Internal Correspondence
 All User Credentials
 Knowledge of How Users Create Passwords
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 All User Credentials
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The Worst isn't Over ...



Most People 
use the Same 
Password on 
all Websites



What can an attacker do with your 
username/password recovered from a 

compromised site?



What can an attacker do with your 
username/password recovered from a 

compromised site?

Reconnaissance!!







  



Defense in Depth
Situational Awareness

Would a single exploit 
compromise your critical assets 
(e.g. bank, mortgage-payment, 

records)?



  

Reduce Threat Surface

 September 2009
 NY Times site gets infected
 Serves up malicious content



  

 March 2010
 Energizer 

Bunny Infects
 Trojan horse 

grants access
 Company had 

no idea



Entrusted Handling Theft

Do you have any protections at all 
for risks to entrusted handling?



  

Why Now?

 Entrusted Handling Has Always Been a Risk

 Accessibility of Money-Movers Never Higher

 Anyone With Physical Access Can Win



  

ATM Skimming



  



  

Entrusted Handling Thoughts

 ATM/Gas-Pump Skimming On the Rise
 Hotel Check-in CC Theft on the Rise
 Restaurant-Server CC Theft on the Rise
 Insecure CC Handling With Websites is STILL 

a Big Problem
 How Can Best Practice Principles be Applied 

to Reduce Your Risk of Exposure?



Security Awareness
Situational Awareness

Do your online habits elevate the 
risk to your employer or friends?



Corporate Breach via Facebook
 March 2010
 Facebook network 

used to gain access 
to corporate network

 Corporate Policy?
 Controls?
 Stories like this are 

becoming common



  

 February 2010
 Botnet controlled 

from facebook app
 68,000 credentials 

stolen from 2,400 
companies and Gov't 
agencies



Need to Know
Security Awareness

Do you know what that 'tech' (e.g. 
your fancy smartphone) is really 

doing?



Who is this guy?









http://twitter.com/#!/dottrythis/status/886090735



http://twitpic.com/128p1b



What's EXIF?



This is EXIF -->



And thanks to 
GeoTagging we have 
the image's 
coordinates:
37.728333,-
122.445167









What Can Any Web User Know?

 Where Adam lives: 37.728333,-122.445167
 Adam's Car: Beige Toyota Landcruiser
 What the house across the street looks like
 That he leaves for work around: 8:26 AM
 That he is a dog-owner
 The dog may or may not be at home all day
 His phone: iPhone 3GS ver:3.1.3

And What is Adam's Address?



After this incident he moved, so we don't know.

Can you afford to move after sending a 140-
character message to twitter?

















What if The Attacker's Motives Were 
More Sinister?

Could He Find a Mark On Flicker in a 
Specific Location?

You bet!







Who here doesn't use 
Social Networking, 

Geotags, or 
smartphones?



Do you have kids?



What about a spouse?



 July 2009
 England's MI6 chief's wife post 

sensitive info on Facebook
 Family, friends, and national 

security at risk



Unintentional Information Disclosure of 
Sensitive Personal Information Might 

Come from Those Closest To You



Are SocNets Evil?

 There are dozens of location-aware social 
networking services

 There are hundreds of social-networking sites
 Yes it's nice to stay in touch with friends and family
 But, Understand your role:

You are the product 

NOT the customer
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Don't Live Life in Fear, but...

 Keep Private Information, Private
 Minimize Your Threat Surface
 Evaluate Risks
 Have a Backup Plan (What happens if...?)
 Be Educated
 Be AWARE



Take Your Work Home With You!

Defend yourself from becoming a victim/statistic

Protect your assets (this includes information)

InfoSec Best-Practice applies just as easily at 
home as in the office... or the battlefield



Presenter:

Sean Wilkerson

Aplura, LLC

swilkerson@aplura.com

Twitter @sdwilkerson
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