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Disclaimer	
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During	
  the	
  course	
  of	
  this	
  presentaGon,	
  we	
  may	
  make	
  forward	
  looking	
  statements	
  regarding	
  future	
  events	
  or	
  the	
  
expected	
  performance	
  of	
  the	
  company.	
  We	
  cauGon	
  you	
  that	
  such	
  statements	
  reflect	
  our	
  current	
  expectaGons	
  and	
  

esGmates	
  based	
  on	
  factors	
  currently	
  known	
  to	
  us	
  and	
  that	
  actual	
  events	
  or	
  results	
  could	
  differ	
  materially.	
  For	
  important	
  
factors	
  that	
  may	
  cause	
  actual	
  results	
  to	
  differ	
  from	
  those	
  contained	
  in	
  our	
  forward-­‐looking	
  statements,	
  please	
  review	
  
our	
  filings	
  with	
  the	
  SEC.	
  The	
  forward-­‐looking	
  statements	
  made	
  in	
  the	
  this	
  presentaGon	
  are	
  being	
  made	
  as	
  of	
  the	
  Gme	
  
and	
  date	
  of	
  its	
  live	
  presentaGon.	
  If	
  reviewed	
  aRer	
  its	
  live	
  presentaGon,	
  this	
  presentaGon	
  may	
  not	
  contain	
  current	
  or	
  
accurate	
  informaGon.	
  We	
  do	
  not	
  assume	
  any	
  obligaGon	
  to	
  update	
  any	
  forward	
  looking	
  statements	
  we	
  may	
  make.	
  In	
  

addiGon,	
  any	
  informaGon	
  about	
  our	
  roadmap	
  outlines	
  our	
  general	
  product	
  direcGon	
  and	
  is	
  subject	
  to	
  change	
  at	
  any	
  Gme	
  
without	
  noGce.	
  It	
  is	
  for	
  informaGonal	
  purposes	
  only	
  and	
  shall	
  not,	
  be	
  incorporated	
  into	
  any	
  contract	
  or	
  other	
  

commitment.	
  Splunk	
  undertakes	
  no	
  obligaGon	
  either	
  to	
  develop	
  the	
  features	
  or	
  funcGonality	
  described	
  or	
  to	
  include	
  any	
  
such	
  feature	
  or	
  funcGonality	
  in	
  a	
  future	
  release.	
  



What	
  is	
  Splunk	
  
Deployment	
  Server?	
  



What	
  is	
  Splunk	
  Deployment	
  Server?	
  

!   Doesn’t	
  actually	
  deploy	
  Splunk	
  (common	
  mispercepGon)	
  
!   Acts	
  as	
  a	
  configuraGon	
  server	
  
!   ConfiguraGons	
  are	
  held	
  in	
  “apps”	
  or	
  “configuraGon	
  bundles”	
  
!   Listens	
  on	
  the	
  Splunk	
  management	
  port	
  (8089	
  by	
  default)	
  
!   Serves	
  up	
  lists	
  of	
  apps	
  for	
  clients	
  to	
  download	
  and	
  install	
  
!   The	
  server	
  configuraGon	
  (serverclass.conf)	
  describes	
  what	
  systems	
  
should	
  download	
  what	
  apps	
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Why	
  use	
  Deployment	
  Server?	
  
!   No	
  touching	
  endpoints!	
  
!   Distribute	
  add-­‐ons	
  to	
  search	
  heads	
  to	
  

give	
  users	
  consistent	
  field	
  extracGons	
  
!   Make	
  sure	
  you	
  are	
  ge_ng	
  a	
  common	
  

set	
  of	
  inputs	
  (saGsfy	
  auditors),	
  that	
  is,	
  
consistent	
  configs	
  

!   Deployment	
  server	
  clients	
  can	
  be	
  any	
  
part	
  of	
  Splunk	
  infrastructure	
  (search	
  
heads,	
  indexers,	
  forwarders	
  of	
  all	
  
types)	
  

	
  	
  	
  	
  	
  (well,	
  not	
  clustered	
  indexers)	
  

5	
  



How	
  can	
  I	
  select	
  what	
  systems	
  are	
  in	
  what	
  class?	
  

!   Serverclass.conf!	
  
!   Allows	
  you	
  to	
  whitelist/blacklist/filter	
  on	
  different	
  aspects	
  of	
  what	
  is	
  reported	
  
to	
  the	
  deployment	
  derver	
  
!   IP	
  address	
  
!   Host	
  
!   ClientName	
  (configured	
  in	
  deploymentclient.conf	
  on	
  the	
  client)	
  
!   machineTypesFilter	
  (OS	
  and	
  architecture)	
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machineTypesFilter	
  

!   Acts	
  as	
  just	
  what	
  it	
  says,	
  filters	
  systems	
  based	
  on	
  OS	
  and	
  Arch	
  
!   Happens	
  aRer	
  the	
  whitelist/blacklist	
  
!   This	
  means	
  that	
  machineTypesFilter	
  by	
  itself	
  won’t	
  match	
  anything	
  
!   If	
  you	
  want	
  all	
  windows	
  machines,	
  you	
  would	
  need	
  something	
  like:	
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How	
  does	
  this	
  work?	
  

!   Serverclass.conf	
  contains	
  stanzas	
  that	
  define	
  classes	
  of	
  systems	
  (servers)	
  
!   Clients	
  check	
  in	
  and	
  subscribe	
  to	
  the	
  classes	
  they	
  are	
  included	
  in	
  
!   Deployment	
  server	
  (DS)	
  tarballs	
  the	
  deployment	
  app,	
  and	
  hashes	
  it	
  
!   The	
  client	
  keeps	
  track	
  of	
  the	
  hash	
  of	
  the	
  app	
  it	
  has	
  installed	
  
!   When	
  it	
  checks	
  in,	
  if	
  the	
  hash	
  on	
  the	
  DS	
  differs	
  from	
  what	
  it	
  has,	
  the	
  client	
  
downloads	
  the	
  new	
  version	
  

!   ARer	
  downloading,	
  the	
  client	
  deletes	
  the	
  version	
  it	
  has	
  and	
  extracts	
  the	
  new	
  
version	
  

!   RestarGng	
  is	
  opGonal	
  (configured	
  per	
  serverclass)	
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How	
  does	
  this	
  work?	
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“Hmm,	
  I	
  haven’t	
  checked	
  in	
  in	
  a	
  while,	
  beger	
  
do	
  that.”	
  



How	
  does	
  this	
  work?	
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“Hi,	
  my	
  name	
  is	
  forwarder1.	
  
My	
  IP	
  is	
  192.168.1.2.	
  	
  
I	
  have	
  a	
  ClientName	
  of	
  ForwarderSys.	
  
I	
  am	
  running	
  Windows	
  on	
  a	
  64-­‐bit	
  architecture.	
  
I’m	
  a	
  Sagigarius	
  (okay,	
  not	
  really).”	
  

TCP	
  8089	
  (HTTPS)	
  



How	
  does	
  this	
  work?	
  

11	
  

“Hmm.	
  I	
  haven’t	
  heard	
  from	
  this	
  client	
  since	
  
my	
  last	
  reload.	
  I’ll	
  add	
  it	
  to	
  the	
  list	
  of	
  clients.	
  



How	
  does	
  this	
  work?	
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“Hi,	
  forwarder1.	
  You	
  belong	
  in	
  these	
  classes:	
  
• 	
  WindowsForwarder	
  
• 	
  LocalForwarder”	
  

Response	
  (same	
  TCP	
  connecGon)	
  



How	
  does	
  this	
  work?	
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“I	
  need	
  a	
  list	
  of	
  the	
  apps	
  in	
  these	
  classes:	
  
• 	
  WindowsForwarder	
  
• 	
  LocalForwarder”	
  

TCP	
  8089	
  (HTTPS)	
  



How	
  does	
  this	
  work?	
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“Sure,	
  here	
  are	
  the	
  apps	
  and	
  their	
  hashes:	
  
• 	
  Splunk_TA_windows	
  	
  (hash:	
  93619374927206593098)	
  
• 	
  Outputs_To_Indexers	
  (hash:	
  11961082866254951452)”	
  

Response	
  (same	
  TCP	
  connecGon)	
  



How	
  does	
  this	
  work?	
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“Hmm,	
  I	
  have	
  the	
  right	
  hash	
  for	
  	
  
Splunk_TA_windows,	
  but	
  for	
  	
  
Outputs_To_Indexers	
  I	
  have	
  a	
  hash	
  of	
  0.	
  
Beger	
  download	
  it.”	
  



How	
  does	
  this	
  work?	
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“I	
  need	
  the	
  latest	
  version	
  of	
  Outputs_To_Indexers.”	
  

TCP	
  8089	
  (HTTPS)	
  



How	
  does	
  this	
  work?	
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“Sure,	
  here	
  you	
  go.”	
  

Response	
  (same	
  TCP	
  connecGon)	
  



How	
  does	
  this	
  work?	
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“Okay,	
  now	
  that	
  I	
  have	
  the	
  new	
  version,	
  
I’ll	
  delete	
  the	
  exisGng	
  one,	
  and	
  replace	
  it	
  
with	
  the	
  new	
  and	
  shiny	
  version.	
  ARer	
  that,	
  
I’ll	
  restart	
  the	
  Splunk	
  services,	
  because	
  I	
  
was	
  told	
  to.	
  Then	
  I’ll	
  tell	
  the	
  DS	
  the	
  good	
  
news.”	
  



Things	
  to	
  remember	
  
!   Think	
  of	
  this	
  as	
  configuraGon	
  
enforcement	
  (DS	
  version	
  wins!)	
  

!   Remember	
  that	
  delete	
  porGon.	
  It	
  will	
  save	
  
you	
  some	
  headache.	
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Problems	
  can	
  happen…	
  



Gotchas!	
  
!   Careful	
  with	
  lookups	
  
!   Splunk	
  6.2	
  resolves	
  this	
  problem,	
  but	
  older	
  
versions	
  will	
  overwrite	
  the	
  local	
  lookup	
  

!   Careful	
  with	
  apps	
  that	
  have	
  clickable	
  content	
  
(setup	
  GUIs,	
  for	
  example)	
  

!   General	
  rule:	
  Don’t	
  distribute	
  apps	
  with	
  a	
  UI	
  
where	
  users	
  can	
  click	
  to	
  change	
  configs	
  

!   Remember	
  that	
  delete	
  thing?	
  Yeah,	
  the	
  saved	
  
content	
  would	
  get	
  nuked	
  too	
  

!   Careful	
  with	
  what	
  you	
  restart	
  
!   Indexers	
  and	
  cluster	
  masters	
  can	
  be	
  touchy,	
  
restarGng	
  search	
  heads	
  means	
  users	
  may	
  be	
  
unhappy	
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Gotchas!	
  (conGnued)	
  

!  A	
  Deployment	
  Server	
  cannot	
  deploy	
  to	
  itself	
  
!  6.x	
  will	
  tell	
  you	
  about	
  that,	
  then	
  may	
  kill	
  both.	
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Gotchas!	
  (conGnued)	
  

!   The	
  client	
  hostname	
  is	
  important	
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Gotchas!	
  (conGnued)	
  
!   Careful	
  with	
  the	
  numbering	
  of	
  your	
  whitelists/blacklists	
  in	
  serverclass.conf	
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Gotchas!	
  (conGnued)	
  

!   Splunk	
  precedence	
  sGll	
  applies!	
  
!   $SPLUNK_HOME/etc/system/local/*.conf	
  sGll	
  wins	
  
!   The	
  names	
  of	
  your	
  apps	
  sGll	
  mager	
  
!   Splunk	
  configuraGon	
  layering	
  is	
  king!	
  
!   A	
  fun	
  Splunk	
  tongue-­‐twister:	
  
	
  

grep	
  conf	
  conf.conf	
  |	
  grep	
  -­‐v	
  confdb	
  
	
  

(run	
  in	
  $SPLUNK_HOME/etc/system/default)	
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Typical	
  Deployment	
  
Pagerns	
  



The	
  all-­‐in-­‐one	
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The	
  Admin	
  Server	
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Dedicated	
  Deployment	
  Server	
  

29	
  



Don’t	
  touch	
  my	
  indexers!	
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Forwarders	
  Only	
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Advanced	
  Gps	
  and	
  tricks	
  



Don’t	
  chain	
  yourself	
  to	
  a	
  host/IP	
  

!   Hosts	
  change	
  (age	
  out,	
  break,	
  need	
  to	
  be	
  upgraded,	
  it’s	
  the	
  
circle	
  of	
  life)	
  

!   If	
  you	
  are	
  using	
  a	
  host	
  name	
  or	
  an	
  IP	
  in	
  your	
  
deploymentclient.conf,	
  and	
  that	
  IP	
  or	
  host	
  name	
  changes,	
  that	
  
config	
  file	
  will	
  need	
  to	
  be	
  changed	
  EVERYWHERE	
  

!   Instead,	
  use	
  a	
  separate	
  DNS	
  record	
  (A	
  or	
  CNAME)	
  to	
  enter	
  into	
  
your	
  client	
  configs	
  (“splunk-­‐ds.mycompany.com”)	
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Create	
  smaller,	
  more	
  discrete	
  apps	
  
!   Keep	
  the	
  number	
  of	
  config	
  files	
  per	
  app	
  low	
  
!   This	
  creates	
  smaller,	
  reusable	
  modules	
  
!   Lets	
  you	
  take	
  advantage	
  of	
  Splunk’s	
  configuraGon	
  
layering	
  

!   Turns	
  out,	
  this	
  is	
  easier	
  to	
  debug	
  
!   Use	
  a	
  naming	
  convenGon	
  for	
  the	
  apps	
  
!   Example:	
  DS-­‐<org	
  group>-­‐<class>-­‐<descripGon>	
  

	
  DS-­‐dmz-­‐Output-­‐To_Forwarder	
  
!   Create	
  classes	
  of	
  apps	
  
!   Input	
  apps	
  
!   Index	
  apps	
  
!   Web	
  control	
  apps	
  (turn	
  off	
  Splunkweb)	
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Atomic	
  apps	
  combine	
  to	
  make	
  larger	
  config	
  molecules	
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Yes,	
  you	
  may	
  end	
  up	
  with	
  a	
  lot	
  of	
  apps…	
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!   Naming	
  convenGon	
  +	
  tab	
  auto-­‐
compleGon	
  FTW!	
  

!   On	
  Linux?	
  The	
  “find”	
  command	
  is	
  
awesome!	
  

#	
  find	
  /opt/splunk/etc/deployment-­‐apps	
  props.conf	
  |	
  xargs	
  grep	
  mysourcetype	
  
	
  



Why	
  not	
  larger	
  apps?	
  

!   Very	
  hard	
  to	
  reuse	
  
!   ConfiguraGons	
  quickly	
  become	
  clumsy	
  
!   Makes	
  debugging	
  problems	
  more	
  difficult	
  
!   Not	
  as	
  flexible	
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Remember	
  that	
  whole	
  etc/system/local	
  thing?	
  

!   ConfiguraGon	
  layering	
  always	
  applies!	
  
!   Changing	
  your	
  deployment	
  server?	
  MigraGng?	
  Rename?	
  
!   $SPLUNK_HOME/etc/system/local/deploymentclient.conf	
  WINS!	
  
!   Prepare	
  to	
  touch	
  all	
  your	
  endpoints	
  
!   Puppet?	
  Chef?	
  SCOM?	
  Pick	
  your	
  poison	
  
!   What	
  about…	
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Scripted	
  inputs	
  to	
  the	
  rescue	
  

!   Can	
  run	
  a	
  script	
  on	
  a	
  regular	
  basis	
  
!   Can	
  run	
  on	
  all	
  of	
  the	
  deployment	
  clients	
  
!   .sh,	
  .bat	
  
!   Rename	
  or	
  remove	
  the	
  $SPLUNK_HOME/etc/system/local/
deploymentclient.conf!	
  

!   The	
  “splunk”	
  user	
  should	
  already	
  own	
  the	
  file	
  
!   Distribute	
  the	
  app	
  to	
  all	
  systems,	
  or	
  create	
  a	
  server	
  class	
  that	
  only	
  
applies	
  to	
  a	
  secGon	
  of	
  clients	
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Breaking	
  up	
  serverclass.conf…	
  

!   The	
  configs	
  can	
  get	
  long	
  
!   Serverclass.conf	
  is	
  like	
  other	
  Splunk	
  config	
  files,	
  stanzas	
  get	
  added	
  to	
  
each	
  other	
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…	
  maybe	
  not	
  

!   If	
  you	
  use	
  the	
  Forwarder	
  Management	
  GUI,	
  it	
  may	
  fragment	
  the	
  
configs	
  in	
  unexpected	
  ways.	
  

!   May	
  be	
  the	
  one	
  file	
  we	
  actually	
  only	
  want	
  in	
  system/local	
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TroubleshooGng	
  Splunk	
  
Deployment	
  Server	
  



TroubleshooGng	
  Deployment	
  Server	
  

!   Host	
  !=	
  FQDN	
  
!   Can	
  the	
  client	
  resolve	
  the	
  name	
  of	
  the	
  deployment	
  server?	
  
!   Can	
  the	
  client	
  communicate?	
  
!   Use	
  the	
  GUI	
  to	
  check	
  for	
  check-­‐ins	
  from	
  the	
  client	
  
!   Se_ngs	
  >	
  Forwarder	
  Management	
  
!   Search:	
  index=_internal	
  source=*splunkd.log	
  ClientSessionManager	
  
!   Check	
  that	
  the	
  correct	
  apps	
  are	
  on	
  the	
  client	
  
!   Search	
  from	
  DS:	
  	
  
index=_internal	
  source=*splunkd.log	
  ClientSessionsManager	
  acGon=*	
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Client:	
  PhoneHome	
  state	
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Client:	
  Refreshing	
  a	
  serverclass	
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Client:	
  Downloading	
  and	
  installing	
  apps	
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Client:	
  PhoneHome	
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Server:	
  PhoneHome	
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Server:	
  Recording	
  client	
  check-­‐ins	
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Server:	
  List	
  the	
  deployment	
  clients	
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Server:	
  Loading	
  classes	
  and	
  apps	
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Server:	
  Reload	
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Server:	
  Reload	
  (oops!)	
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Server:	
  UpdaGng	
  app	
  installs	
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Oh	
  yeah,	
  Forwarder	
  Management	
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Oh	
  yeah,	
  Forwarder	
  Management	
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Serverclass.xml	
  

!   Present	
  on	
  the	
  clients	
  
!   Is	
  a	
  copy	
  of	
  the	
  response	
  from	
  the	
  deployment	
  server	
  to	
  the	
  
deployment	
  client	
  

!   Tells	
  you	
  which	
  server	
  classes	
  the	
  client	
  thinks	
  it	
  belongs	
  to,	
  and	
  
which	
  apps	
  it	
  thinks	
  it	
  should	
  have	
  

!   But,	
  it’s	
  all	
  the	
  way	
  out	
  on	
  the	
  endpoint	
  
!   If	
  only	
  we	
  had	
  a	
  way	
  to	
  capture	
  this	
  data,	
  and	
  bring	
  it	
  to	
  a	
  central	
  
repository,	
  perhaps	
  index	
  it	
  so	
  that	
  we	
  might	
  be	
  able	
  to	
  search	
  it	
  
later	
  ;-­‐)	
  

57	
  



Scaling	
  Splunk	
  
Deployment	
  Server	
  



How	
  much	
  Deployment	
  Server	
  do	
  I	
  need?	
  

!   Not	
  a	
  lot	
  of	
  clients?	
  Maybe	
  a	
  
small	
  VM	
  

! Moar	
  clients?	
  MOAR	
  SERVER!	
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What	
  if	
  I	
  have	
  a	
  lot	
  of	
  clients?	
  

!   Lots	
  of	
  clients	
  =	
  lots	
  of	
  check-­‐ins	
  
!   Current	
  maximum	
  number	
  of	
  clients	
  per	
  Deployment	
  server	
  is:	
  
!   Windows:	
  500	
  –	
  2,000	
  (closer	
  to	
  the	
  bogom	
  one)	
  
!   Linux:	
  5,000	
  –	
  10,000	
  
!   (note	
  that	
  this	
  is	
  using	
  reference	
  hardware)	
  
!   By	
  default,	
  these	
  clients	
  check	
  in	
  every	
  minute	
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Change	
  the	
  default	
  phoneHomeIntervalInSecs	
  

!   Found	
  in	
  deploymentclient.conf	
  
!   Defaults	
  to	
  60	
  seconds	
  
!   How	
  oRen	
  are	
  you	
  changing	
  those	
  configs?	
  
!   Five	
  minutes?	
  Thirty	
  minutes?	
  
!   Play	
  the	
  numbers	
  game	
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No,	
  really,	
  I	
  mean	
  ALOT	
  of	
  clients	
  

!   Currently	
  no	
  built-­‐in	
  soluGon	
  
!   May	
  mean	
  having	
  mulGple	
  
deployment	
  servers	
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Dedicated	
  or	
  Collocated?	
  

!   Keep	
  in	
  mind,	
  there	
  will	
  be	
  a	
  lot	
  of	
  connecGons	
  
!   You	
  don’t	
  want	
  to	
  run	
  out	
  of	
  sockets	
  
!   What	
  if	
  you	
  need	
  to	
  restart	
  the	
  deployment	
  server?	
  
!   Remember,	
  a	
  deployment	
  server	
  can’t	
  be	
  a	
  client	
  of	
  itself	
  
!   Deployment	
  server	
  +	
  license	
  master	
  works	
  well	
  
!   If	
  the	
  server	
  that	
  the	
  deployment	
  server	
  is	
  on	
  isn’t	
  a	
  client	
  of	
  itself,	
  you	
  have	
  
to	
  manage	
  its	
  configuraGon	
  another	
  way	
  

!   Can	
  lead	
  to	
  configuraGon	
  mismatches	
  and	
  inconsistency	
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Load	
  balancing?	
  
!   Does	
  not	
  work	
  as	
  expected	
  
!   Remember	
  that	
  hash?	
  Yeah,	
  that’s	
  
the	
  reason	
  

!   Not	
  just	
  the	
  files	
  and	
  contents	
  
!   Includes	
  modified	
  Gme	
  and	
  other	
  
info	
  

!   If	
  the	
  hash	
  doesn’t	
  match	
  what	
  the	
  
client	
  currently	
  has,	
  it	
  will	
  grab	
  a	
  
“new”	
  version.	
  This	
  could	
  mean	
  a	
  
loop	
  of	
  restarts	
  (fun!)	
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FIN	
  
!   Some	
  other	
  talks	
  to	
  check	
  out:	
  

-­‐  Avoid	
  the	
  SSLippery	
  Slope	
  of	
  Default	
  SSL	
  -­‐	
  Duane	
  Waddle	
  and	
  George	
  Starcher	
  
-­‐  Using	
  Lesser	
  Known	
  Commands	
  in	
  Splunk	
  Search	
  Processing	
  Language	
  (SPL)	
  -­‐	
  
Kyle	
  Smith	
  

-­‐  Masters	
  of	
  IRC	
  Community	
  Panel	
  
-­‐  Building	
  a	
  Common	
  InformaGon	
  Model	
  (CIM)	
  Compliant	
  Technical	
  Add-­‐on	
  (TA)	
  
–	
  Brian	
  Wooden	
  and	
  Jack	
  Coates	
  

-­‐  CuraGng	
  User	
  Experience:	
  Dashboarding	
  Tips	
  and	
  Tricks	
  –	
  Sanford	
  Owings	
  
-­‐  Ge_ng	
  The	
  Most	
  Out	
  of	
  Your	
  Splunk	
  License:	
  Keeping	
  the	
  Junk	
  Out	
  of	
  Splunk	
  –	
  
David	
  Paper	
  

-­‐  How	
  Splunkd	
  Works	
  –	
  Amrit	
  Bath	
  and	
  Jag	
  Karai	
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THANK	
  YOU	
  


